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Build and Strengthen
Partnerships




Objectives

Strengthen CICTE's NPC

network.

Establish new and continue existing strategic partnerships.

Exchange information and best practices.

Strengthen outreach mechanisms.

romote greater coopera

‘ilon with national and mu

foundations, internationa

financial institutions, anc

tilateral agencies, private and public
corporations.



What we need to do

© 0 O

Continue to build upon
existing programs

Ensure a shared mission
and vibrant discussion.
Robust partnerships.

Revitalize National Points
of Contact network

*  Hold a annual meeting between
the Secretariat and the NPCs.

«  Consider holding OAS NPC
meeting every two years with
sub-regional meetings on off
vears.

» Consider the creation of a virtual
NPC platform.

Multi-Stakeholder
Approach

Work broadly with
covernment organizations,
academia, the private
sector and civil society, as
well as NPCs

Cyber Security and Tourism

Security programs are good
models.






Objectives

Develop better capacity-building programs and workshops to strengthen security In
the Member States.

Exchange experiences and best practices.

Promote the use of new technologies.

Keep abreast of emerging threats and trends.



Survey Results (Sent Nov. 24t", 2014)

Programs considered most important to respondents:

1. Cyber Security

2. Maritime/Port Security

4. Document Security and Fraud Prevention




Program Areas

Legislative Assistance Strengthening
and Combating Strategies on Emerging Critical
Border Controls Terrorism Financing Terrorist Threats Infrastructure

(|
(|

v

Bio Security Cyber Security

Aviation Security

Counter Improvised
Explosive Devices

Document Security and

Fraud Prevention Tourism Security

Security for
Major Events

Customs and
Immigration Security

Global Supply
Chain Security

Maritime Security

Support for the

Implementation of
UNSCR 1540




Border Controls



Aviation Security

Border Controls

o Provide low-cost training on identitying and
iIntercepting passengers and high-risk cargo.

Expand training on insider threats, screening,
cyber security and cargo security.

O

O Train the Trainer approach.

"While technology is important,
It should only be used as a
supplement to human skills.”




Document Security and Fraud
Prevention

Border Controls

o Respond to evolving challenges (e.g. hackers’ ability to access personal
information).

O Improve border controls while addressing human rights and gender issues.

O Increase focus on technical assistance missions.



Customs and Immigration Security

Border Controls

o -xpand security capacity to accommodate the vast growth of containerized
traffic (sea trade).

Over the next 4 vyears, conduct capacity-building workshops addressing
container and cargo ship security and interdiction in 10 countries.

O

O Employ multilayered training methods and a train the trainer approach.



Maritime Security

Border Controls

O Continue to provide capacity building and technical assistance.

o Assist Member States put in place measures that target transnational criminal
activities in the maritime sector.

o Carry out strategic crisis management exercises and trainings at the port level and

at the national level.



Support for the Implementation of
UNSCR 1540

Border Controls

O Assist 2-3 states with the implementation of national action plans each year.

l[dentify and share best practices for CBRN materials non-proliferation
systems.

O

Help establish national comprehensive legal frameworks to comply with 1540
mandates.

O
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Legislative Assistance and
Combating Terrorism Financing

Bring small island states of the Caribbean and the Pacific together to discuss
COMMON concerns.

Assist OAS Member States to develop policies aimed minimizing the risks of
Free Trade Zone (FTZ)



A

Strengthening Strategies on
Emerging Terrorist Threats



Bio Security

Strengthening Strategies on Emerging Terrorist Threats

O Continue developing Bio Security National Action Plans in the region.

O Develop Bio Security Virtual Center of Excellence.

Assist In the creation of national and international protocols to address bio-
security threats.

O



Counter Improvised
Explosive Devices

Strengthening Strategies on Emerging
Terrorist Threats

o Enhance the understanding of |ED threats to
OAS Member States.
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Pay

Critical Infrastructure Protection




Cyber Security

Critical Infrastructure Protection

Establish and strengthen national CSIRTs.
Help Member States develop national cyber security strategies.

Develop a virtual hemispheric network of CSIRTs.

Train security technicians in critical infrastructure protection.

O O O O O

Provide technical assistance missions on a state-by-state basis.

Partner with the private sector and academia to assist in cyber security policies
and training activities.

O



“There is no one-size-fits-all solution. Each
country approaches Cyber Security differently,
depending on its prevailing economic, political,

and cultural landscape.”



Tourism Security

Critical Infrastructure Protection

O Develop tourism security and crisis management plans at the national level.

-xpand programs to address specific risks such as kidnapping, sex tourism and
tratficking.

O

O Focus on train-the-trainer efforts.



Security for Major Events

Critical Infrastructure Protection

o Support security preparation and training for specific major events, optimizing
the [PO Americas Security Planning Model.

Help bulld strong public-private partnerships and regional cooperation for the
security of major events.

O



“To date, the Security for Major Events program has
trained more than 280 officials from 29 Member Sates,
and has worked to advance awareness and opportunities
for women'’s roles in major event security planning
through regional workshops and encouraging the
appointment of female NFPs.”



Global Supply Chain Security

Critical Infrastructure Protection

o Address impediments to Authorized Economic Operator programs: bad legislation,
poor trainings, staff turnover and lack of buy-in from the private sector.

o, Organize regional and sub-regional technical workshops.

O Homogenize AEO program procedures across customs administrations.

o Develop professional network of contacts among experts within Member States
porder security agencies.







Objectives

O De-link program costs from staff costs.

o Secure a sustainable base of support and develop strategies to expand the donor
DOO.

O Increase voluntary and special project contributions.

(o, Continue to secure in-kind (secondments) contributions from Member States.

o Cultivate support and cooperation with the private sector.

Strengthen intra-agency (among OAS bodies) collaboration and cooperation
ON Cross-cutting Issues.



Staffing Plan

(Current Situation)

O CICTE needs a sustainable staffing plan.

O Professional core of program managers.

The inclusion of staffing costs with program costs discourages potential donors from
providing funding for CICTE programs.

o Only three of the 22 staff currently working in the CICTE Secretariat are supportead
by the OAS regular fund.



Organization of
American States

Executive Secretary ]
Neil Klopfenstein

Administrative Technician (G-6)
Eduardo Granizo

Senior Project Manager and

Program Coordinator (P-5)
Pablo Martinez

t CICTE Organization Structure

MARCH 2015

—_ SMS Administration
| Management Section

| Adm. Assistant (G-5)
| Esperanza A Ramos

Interns ("~
Strengthening Strategies on
Emerging Threats
i1 . L

Jr. Project Officer (CPR)
Hector Luque

Actual Regular Fund

Additional Reg. Fund
Needed

Specific Fund

Admin Support

Associated Staff

( Implementat-ion of UNSCR ]

1540

( -
Critical Infrastructure Legislative Assistance and
Protection combating Ter. Financing
. - .
) |
- Jr. Project Officer (P-1)
Global Supply Chain Security Cyber Security ! Kimberly Polacek
| i
Project Officer (P-3) E:.:S:.:S WA -: o -:. -:: -~ : -~ :;.'-.. ...
Belisario Contreras ) I
Associated Staff |
Francisco Javier Villa |

Jr. Assistant Project Officer (CPR)
Kerry-Ann Barrett

= Jr. Assistant Project Officer (CPR) |
Diego Subero

Associated Staff
Roberto Costa

[ Ir. Assistant Project Officer (CPR) |
Barbara Marchiori

(" Ir. Assistant Project Officer (CPR) |
Gonzalo Garcia

\

Associated Staff

Border Security

Annual CICTE Meetings ]

Specialist (CPR)
Esther Zubiri.

Jr. Assistant Project Officer (CPR)
To be filled

[ Document Security

(L)

Javier Montes

Customs and
Border Controls

Jr. Assistant Project Officer (CPR)
Jonathan Navas

Aviation Security ]

Maritime Security

]_ |

Associated Staff
Enrique Flores




What we have

Regular Fund positions

Position Title Responsibilities

Day to day management and
Program Coordinator (P-5) coordination of all CICTE
pDrograms.

Responsible for preparation of

Technical Secretary (P-3) the Annual Committee
Meeting.

Provides secretariat’s
support to and handles the
agenda of the Secretary of

CICTE.

Assistant to the Secretary (G-6)



Proposed CICTE Organization Structure

Organization of
American States

Executive Secretary

Administrative Technician

MARCH 2015

SMS Administration
Management Section

Senior Project Manager and Adm. Assistant
Program Coordinator |
I
Emerging Threats Critical Infrastructure Legislative Assistance and .
Project Manager/ Meeting Protection combating Ter. Financing Porder Security
Technical Secretary (P-3) Project Manager (P-3) Project Manager (P-2) Project Manager (P-3)
Implementation of UNSCR
. . ( I 1540
[ Assistant Project Officer ] Associated Staff Associated Staff i
Global Supply Chain Security Cyber Security > p : Specialist
| - I Assistant Project Officer Document Security
) .
Jr. Project Officer Associated Staff \ Customs and Assistant Project Officer
e Border Controls | J
——- { Annual CICTE Meeting ) r. Project Officer : : :
L('.’fl ________ _ Project Officer R L [ Assistant Project Officer

Actual Regular Fund Sl ST

Additional Reg. Fund

Needed — Reg. Fund
Specific Fund — Specific Fund
Admin Support — ICR
Associated Staff — Donation

Security for Major Events

Jr. Project Officer

Tourism Security

Associated Staff

Assistant Project Officer

Jr. Project Officer

Assistant Project Officer

Assistant Project Officer

el

Maritime Security

[ Assistant Project Officer

Aviation Security

[ Assistant Project Officer




What we need

Regular Fund positions

Position(s) Title

Responsibilities

Program Coordinator (P-5)

Project Manager for Emerging Threats/Technical
Secretary (P-3)

Project Manager for Critical Infrastructure
Protection (P-3)

Project Manager for Border Security (P-3)

Project Manager for Legislative Assistance and Counter
Terrorism Financing (P-2)

Assistant to the Secretary (G-6)

Day to day management and coordination of all CICTE
programs (no change).

Continue to assist in the preparation of the CICTE annual
meeting (25%)/project management (75%) (Revised to J.D.)

Manage project officers and oversee Critical Infrastructure
Protection capacity-building activities.

Manage project officers and oversee Border Security
capacity-building activities.

Manage project officers and oversee LACTF capacity-
building activities.

Provides secretariat’'s support to and handles the agenda of
the Secretary of CICTE (no change).



Assoclated Staff (Secondments)

(Current Situation)
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What we
need todo

Prepare job
descriptions
for needed
project-related

positions.

Seek
secondments
that meet job

description
requirements.

In principle,
two-year
positions.

Opportunities for
one-year
extension.




Hiring Process

3. Member State/donor
1. Prepare needed job country recruits 5. Interview
description. candidate. and Assessment

\_4 \ 4 \ 4 \__4 \ 4 \ 4
2.Secretariat solicits 4. Mission submits cover 6. Decision made
candidate from letter, CV and contact
Member State/donor information of

country. candidate.



CICTE Program Funding

(Current Situation)

Total funding has declined from a high of $ 5.7 millionin 2011 to an average of $ 3.5
million in 2013-14.

~inancial support from traditional donors (i.e. US and Canada) has declined; funds
from other Member States has increased.

Some donors expect the OAS to fund key CICTE staff through Regular Funds, rather
than through program costs.

Ontrack torecelve at least 1/3 or more of resources from non-traditional donors.

O O O O



CONTRIBUTIONS (1? A
2014 & 2015 as of today

COUNTRIES

México _ B:8 = $400,0000  +  3Secondments
suriname = sm000
Colombia ~ ~ ®™a  ¢3500*
Brazl = 1 Secondment
Spain Z 1 Secondment
United Kingdom SR sss0000
Estonia — $ 100,000

ICSS (Qatar) ] $ 350,000

inter-American DevelopmentBank  BEDB = 260000
OTHERCOUNTRIBUTORS

Argentina
Bahamas

| —
Chile -
Guyana

Panama ol
M -

Paraguay e
|- tem—— ]

Trinidad and Tobago N * Final agreement under negotiation



O
S e Cretarl at @ De-link staffing costs from program costs.
@ »
V]'Slon \) Continued support from traditional donors.

@ Voluntary contributions from Member States.

\) Multi-lateral organization support.

@ New one-country donors (e.g. in Europe/Asia).

\) Specific Projects.

@ Member States take on active fun-raising role.

\) 501 (c) (3) Non-profit organization




Final Recommendations

O

O

Name Change

Change the name of the Secretariat to more accurately reflect the work it is doing:

Executive Secretariat for Border Security, Critical Infrastructure Protection and

Counterterrorism.

Greater Collaboration

The Secre

colla

es dea

rary General should establish internal mechanisms to promote

poration, coordination, cooperation and information exchange among all OAS
entitl
responsibilit

iIng with and issue or problem that cuts across mandates or lanes of
V.
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Neil Klopfenstein

Executive Secretary
Inter-American Committee against Terrorism

Secretariat for Multidimensional Security

1889 F St., NW — 8t Floor
Washington D.C.

1:(202) 370 - 5449
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